Windows Internet Connection Firewall and AMS access
and Printing

If you enable the Windows Internet Connection Firewall on your computer’s network
connection for security reasons, you will need to add some settings in order to use AMS.
Internet Connection Firewall is a security feature and making the changes needed to
allow AMS is preferred over disabling Internet Connection Firewall!

Go to Control Panel >> Network and Internet Connections >> Network Connections (or
Control Panel >> Network Connections in “classic view”).

Right click on your network connection and select Properties. This may be a Local Area
Connection for an on campus machine or a Dial-up connection for a home machine.
Click on the Advanced tab at the top. You should see something that looks similar to the
following:
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Click on the Settings button to make changes to the Internet Connection Firewall settings.
You will see something similar to the following:

Advanced Settings

Services | Security Logging | ICMP

Select the zervices running an your nebwaork, that [nternet users can
access.

Services

B FTP Server

O Intermet bail Access Protocol Yersion 3 [IMAP3)
O Internet Mail Access Pratocol Yersion 4 [IMAP4)
[ Internet kail Server [SMTF)

[ Post-Office Protocol Yerzion 3 [FOP3)

[ Remoate Desktop

[0 Secure Web Server [HTTPS)

[ Telrnet Server

] “web Server [HTTR)

add. || Edt. |

[ 1].8 H Cancel ]

In order to use AMS through the Internet Connection Firewall you will need to add a new
Service to the list of services. In order to allow AMS printing in the case of a locally
connected printer (i.e. one directly attached to your PC usually using SAPLPD) you will
need to add a second service to the list of services.



To enable AMS access, click the Add button and fill in the Service Settings dialog as
follows and click OK:

Service Settings

Dezcription af service:
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To enable AMS printing, click the Add button and fill in the Service Settings dialog as
follows and click OK:

Service Settings

Dezcription af service:
|;'-‘«MS Printing |

Mame or IP addrezz [far example 192.168.0.12] af the
computer hosting this service on paur network;

| ernmna. utcc utaronto. ca |

Esternal Port number for thiz service:
515 | @t Oupp

Internal Part number far this service:
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Your Advanced Settings dialog should now look something like this and AMS access and
printing should work once you click OK (no restart required):
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